Product information

Clearswift Web Appliance

The Clearswift Web Appliance is a standard web proxy designed to provide web security from 50
users upwards. It offers both inbound and outbound security for data uploads and downloads
covering both normal and encrypted web browser traffic.

The Clearswift Web Appliance transforms the web from a high-risk environment to one where it’s
safe and secure for your staff to collaborate and conduct productive business freely. It reduces
cost and complexity by consolidating and simplifying the day to day management of your
acceptable usage policies and mitigates risk with its tightly integrated content-aware security

technologies.

Clearswift Web Appliance

“Clearswift has delivered an
impressive range of features with
its web appliances”

PC PRO Magazine —March 2009

Enable collaboration and increase productivity

The ability of Clearswift’'s MIMEsweeper content-aware engine to
understand web content coupled to its policy flexibility allows you to
enable and manage productive collaboration. Time and quota based
controls allow your users the freedom to exploit collaborative web
technologies like social networking, wikis, blogs, and webmail.

Reduce total cost of ownership

Operational and running costs are reduced as the Clearswift Web
Appliance consolidates multiple point products and is easily
integrated into your network infrastructure. The common policy
console and peering features, integrated with Clearswift Email
Appliance, lower administration overheads, while the flexibility to
deploy on your own hardware, or virtualized in VMware, saves time,
money and footprint.

Minimize risk of data loss and security breaches

The inspection of all web content, including encrypted web traffic,
web-mail and web postings such as Twitter, prevents data losses,
stops inappropriate language and ensures your compliance and
audit requirements are met. The integrated security deals with
malware web threats by policing every data exchange to block
unrecognized data, prevent malware and spyware and provides URL
category filtering (all updated automatically).
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CHOICE

“Clearswift delivers strong web
content filtering with an easily
deployed appliance based
solution.”

IT PRO — October 2008

System Requirments

Why'’s the Clearswift Web Appliance different?
The Clearswift Web Appliance is designed to provide your employees
with the freedom of safe and productive collaboration.

Tight integration with the Clearswift Email Appliance simplifies
administration and enforces consistent policy enforcement while
consolidated data loss prevention and malware security reduces
complexity of multiple point products.

The common interface reduces complexity, increases effectiveness
and allows security management to be shared.

Over 20 years development is invested in providing the adaptable
policies designed to reflect the way people really work and to allow
the positive communications and collaboration necessary for
business success.

In brief

Multiple web and email appliances may be peered together and have
their policy updates managed from any appliance in the peer group.
The standard default web policy is easily customized to an
organization’s acceptable usage requirements and is typically
deployed in under an hour.

The MIMEsweeper content-aware engine is supplied with pre-built
managed lists covering multi-language profanity and common
business terms plus editable compliance terms lists and lexical
expression checks such as credit card number and national/social
security number identification.

More information
To find out more about the Clearswift Web Appliance please visit
www.clearswift.com.
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